
 
Northampton Public Schools  

Cybersecurity Information  
 

Best Practices: 
● Use a Secure Password 

A secure password is one that is a minimum of 8-12 characters, and includes a 
mix of different characters, lower and uppercase, and includes a few numbers 
and symbols. 
 

● Don’t use your Work or School email account for personal sites 
Limiting interconnected accounts reduces risks in event of a cyberattack. It is 
also important to keep in mind that if you ever leave the district, your email 
account will be suspended, this could restrict access to linked accounts.  
 

● Never enter a password or payment information into a site unless you’re sure it’s 
legitimate.  

You will never have to use personal payment information at work, but for 
personal accounts, minimize the amount of times you save payment information.  
 

● Don’t brush off security warnings 
Most sites will send you an email if they see a suspicious or new login attempt. If  
you see a successful login you don’t recognize, or multiple failed attempts, be  
sure to change your password. 
 

● Don’t share passwords 
Limiting the number of places you’re logged in will help protect you against 
threats, be sure to log out and never share your passwords with others. If you 
suspect someone has your login information, change your password right away. 
 

● Don’t open documents or links from an unknown sender 
You can learn more about email spam and phishing below. 

 
If you have any doubts or questions, contact your IT Department  

 



 

 

Spam Mail and Internet Phishing: 
What is Spam Mail? 
Email spam is unsolicited messages sent in bulk by email. There are normal instances of spam mail, 
you might get an email from the same store each week informing you of the top deals, or emails 
from colleges telling you it’s application season, these types of messages are synonymous with your 
typical “junk mail.” Gmail may even mark these messages as spam for you, you can read more about 
google’s spam classifications here. 
Some spam emails are more targeted, and pose a security risk. 
 
What is Phishing? 
The official definition of phishing is the “fraudulent practice of sending emails claiming to be 
from reputable companies in order to induce individuals to reveal personal information, such as 
passwords and credit card numbers” 
The most common phishing attacks we’ve seen in our district are individuals impersonating 
district staff and asking for the purchase of a gift card.  
 
What to look out for: 

● Scare tactics: Some malicious emails or popups may say things like “if you do not 
proceed your files will be deleted” 

● Excessive grammatical or spelling mistakes.  
● Outdated logos, addresses, phone numbers, etc. 
● Suspicious links, hover over any blue link to see where it redirects to.  

 
Keep in mind: 

● You will never be required to purchase a gift card or make any other online purchase 
using personal funds while at work 

● Government agencies, like the IRS, will never ask for personal information over email. 
● The IT Department will almost NEVER instruct you to run computer updates.  
● You will never run out of google drive storage with your northampton-k12 account, any 

email that claims otherwise is false.  
● Do not open any email link you think is suspicious, or if you do not recognize the 

sender’s address. 
● All Northampton Schools emails end with the following footer: 

“Please consider the environment before printing this email. 
Remember when writing or responding to email, the Massachusetts Secretary of State 
has determined that e-mail is a public record. All electronic messages sent from the 
Northampton Public Schools are archived in conformance with Massachusetts and 
Federal Public Records law.” 

 
 

https://support.google.com/mail/answer/1366858?hl=en&ctx=mail&expand=5
https://www.google.com/


 

What to do next: 
● Do not respond to the message 
● Change the password to affected accounts, this will automatically log you out of all 

devices 
● If a work account is infected forward the message to the IT Department’s phishing 

mailbox, phishtank@northampton-k12.us  
● Mark the message as spam   

mailto:phishtank@northampton-k12.us


 

 
 
Examples of Phishing Emails 
 
EXAMPLE 1: 
Here we have a classic example of phishing.  

 
Note: 

● Contact’s name is spelt incorrectly 
● Improper grammar is used.  
● Odd request made (purchase a gift card)  
● Emphasizes that this is an “authorized” action by mentioning a well known name or 

position. 
● Comes from an unrecognized email account. This particular message came from 

“gdoucettenorthamptonschools@gmail.com” 
● Impersonal message, no names to start or end the email  

 
   

mailto:gdoucettenorthamptonschools@gmail.com


 

 
EXAMPLE 2: 
Some phishing is done over the phone, see below a legitimate looking email from “Amazon” 
requesting a phone call.  

 

 
Note: 

● No greeting on the email 
● Errors in grammar 
● Formatting; see ‘Password assistance” vs “Password Assistance” 
● When in doubt you can always google the provided phone number 

 
 
   



 

 
 
EXAMPLE 3: 
Some phishing utilizes a technique called spoofing, where the expected email address is faked 
to make the email look legitimate. These attempts are harder to recognize. 

 
Note: 

● Correct email address: 
jbayron@northampton-k12.us  

● Incorrect sender name “Jose Bayrom” 
● Random PDF document 
● When PDF is clicked you may be asked 

to enter your password. This should 
never happen. 

● This phisher copied the Northampton 
Schools email footer to make the email 
more convincing. 


